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• 90% of breaches involve humans. AI & machines 
make attacks easier and faster for threat actors

• Sustainable defense requires creating a culture of 
Cyber Resilience throughout your staff

• Cyber Security training needs to be kept up to date 
for the most relevant threats

• Not just a compliance issue, Cyber Security 
Awareness is increasingly an Organizational failure 
point

• Executives across the C-Suite (not just IT) are 
accountable to Boards & Governments with 
enforceable standards for cybersecurity

Security Awareness Training –
Industry Pain Points

Reduce financial 
risks and build 
long-term resilience

Effective, up-to-date 
Education is your 
first line of Defence
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 Incumbent Providers are Missing 

the Mark
• Training is not led by professionals working in the field every day -> We work 

with experts with the highest credentials, including certified ethical hackers, 
to provide constantly evolving content to protect against today’s threats

• Security Awareness Training is not customizable to Company situations and 
systems -> We will customize the learning experience for the organization 
and integrate with existing training systems.

• Affordability is becoming stretched along side other physical & technical 
Cyber investments and incumbent bundling pressure -> We will work with 
clients on a package that makes great security awareness training irresistible

• Training today is commonly long, dull and indigestible causing information 
overload and not good for providing ongoing learning “bites” -> We provide 
short, focused multimedia sessions with opportunities to apply learnings to 
hands-on exercises and ensure transfer of learning suitable for campaigns

+
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• “98% of Breaches Involve the Human Factor” –
Kris Lovejoy, Kyndryl(1)

• Awareness of Threats Must be Up-to-Date

• Cyber Resilience Needs to be Emphasized

• Cyber Security Awareness can be an 
Organizational Failure Point

• Executives Across the C-Suite (not just IT) Will 
be Responsible

Security Awareness Training –
Industry Pain Points

Effective 
Education 
Reduces 

Financial Risks 
and Protects the 

Organization

Cyber Security 
Education is the 

First Line of 
Defense

(1) Kris Lovejoy, Head of Kyndryl Security & Resilience Global Practice, Cybercrime Radio Podcast; June 12, 2024
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 Incumbent Providers are Missing 

the Mark
• Training is not informed by professionals working in the 

field every day

• Security Awareness Training is not easy to integrate to 
your systems

• With other technology investments & incumbent bundling 
pressure, affordability is stretched (particularly for SMB)

• Training today is commonly long, dull and indigestible 
causing information overload
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 Cyber Education Platform

● Top Tier, Practicing Expert Contributors
● Defence Strategies taught by Ethical Hackers
● Weekly and On-demand Threat Notifications
● Dynamic updates to content (Yours and Ours) 

and Phishing Simulator

Updated @ Speed of Threats

Online Cybersecurity Education from the industry’s top experts, backed by the modern science of 
microlearning, and delivered on a fully customizable platform. 

● LMS, Chatbot, Service Management, 
SCORM, xAPI, ITSM, Azure AD

● Phishing Simulator Game Built-In
● Automated AI-LLM preparation
● MSGraph-Active Directory Automated 

Persona Grouping

Integrated with existing systems

● Microlearning Eases Changes
● I Do, We Do, You Do Authoring
● AI Meta Data Automation
● Branding to Match Internal Systems

Customize to Your Policies

● Notification Reporting, Remediation & 
Upskilling Integrated with Phishing 
Simulator

● Content Delivery by Persona
● Coaching from Experts
● 'Set and Forget' Delivery & Reminders

Campaigns that Change Behavior
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 Content for Knowledge Workers, 

including those CMMC Certified
Topic Vid Count Duration Courses Duration
Passwords & Authentication 10 00:24:35 4 01:30:00
Phishing 9 00:25:01 3 00:58:00
Remote Work 4 00:14:56 1 00:21:00
USB/Removable Media 8 00:31:28 4 01:31:00
Security Awareness 4 00:08:42 2 00:27:00
Email 3 00:06:58 0 00:00:00
Network Security 5 00:14:27 2 00:49:00
Ransomware 7 00:22:47 3 01:03:00
Malware 4 00:15:41 1 00:23:00
CUI 9 00:26:08 1 00:33:00
Insider Threat 7 00:18:58 2 00:44:00
AI Security 2 00:11:01 0 00:00:00
GDPR 7 0.02316 1 0.02316
Social Media 6 00:17:49 2 00:37:00
Total 85 04:31:52 26 09:29:21

Topic Vid Count Duration Courses Duration
Security Awareness 45 02:18:39 17 05:49:00
Threat Actors 23 01:09:32 7 02:34:00
CUI / PII 10 00:30:20 1 00:33:00
Compliance 7 00:33:21 1 00:33:21
Total 85 04:31:52 26 09:29:21
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Basic Content

“Premium” Cyber Content + 
Compliance 

(Confidential Info & Insider 
Threat)

&

Coming: "Premium" On 
Demand Threat 

Notifications; "Super Premium" 
Content for Execs, Developers 

& Admin

Growing Library - Basic to Expert



8

K
n

o
w

le
d

g
e 

A
cc

el
er

at
o

rs
 Customizable Home Page
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 Sample of Phishing Training
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 Built-In Phishing Simulator / Activities
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 Sample of Password Training
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Title Category Duration
Navigate Cybersecurity Learning Campaigns Security Awareness 01:40
Why Am I Taking Cybersecurity Training? Security Awareness 01:31
Password Management Introduction Passwords & Authentication 01:19
Why is Password Management So Important? Passwords & Authentication 02:42
Understand How Passwords are Compromised Passwords & Authentication 03:15
What Makes a Weak Password Passwords & Authentication 03:02
What Makes a Strong Password Passwords & Authentication 03:37
Password Managers: One Password to Rule Them All Passwords & Authentication 01:32
Password Management: Final Tips Passwords & Authentication 02:10
Introduction to Phishing Phishing 03:33
What Is Email Phishing Phishing 02:20
How to Identify Phishing Emails Phishing 03:54
Unique Categories of Phishing Phishing 03:32
Recognize Phishing Attempts in Other Media Types Phishing 03:27
Recognize Phishing Techniques Phishing 01:40
Combat Phishing Attempts for Organizations (Part 1) Phishing 02:41
Combat Phishing Attempts for Organizations (Part 2) Phishing 01:53
Combat Phishing Attempts for Organizations (Part 3) Phishing 02:01
What is a BYOD Policy? USB/Removable Media 02:32
BYOD Security Risks USB/Removable Media 05:20
Explore BYOD Security Measures (Part I) USB/Removable Media 03:11
Explore BYOD Security Measures (Part II) USB/Removable Media 05:05
Pros and Cons of USB Drives USB/Removable Media 04:19
Explore Policy Options for USB Drives USB/Removable Media 04:39
Explore Guidelines for USB Drives in the Workplace (Part 1) USB/Removable Media 02:47
Explore Guidelines for USB Drives in the Workplace (Part 2) USB/Removable Media 03:35
Understand the Importance of Security Awareness Training  Security Awareness 02:12
Know Thy Enemy (Pyramid of Threats)  Security Awareness 03:19
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Title Category Duration
Understand the Insider Threat Insider Threat 02:19
Learn the Categories of Insider Threats Insider Threat 01:59
Meet the Unintentional Insider Insider Threat 01:50
Meet the Intentional Insider Insider Threat 02:03
Recognize the Risks for Insider Threats Insider Threat 04:23
Combat Insider Threats Insider Threat 03:34
Introduction to Artificial Intelligence (AI) and Cybersecurity Insider Threat 02:50
Understand AI Terminology AI Security 06:06
Understand the Hazards of AI AI Security 04:55
Be a Protector, Not a Product Social Media 01:35
Understand Social Media Risks Part 1 Social Media 02:25
Understand Social Media Risks Part 2 Social Media 02:50
Minimize Social Media Risks Social Media 03:23
What is Cloud Computing Social Media 04:01
Ensuring the Security of Software as a Service Social Media 03:35
GDPR Basics Rights and Responsibilities GDPR 05:29
GDPR Terminology GDPR 04:09
Key Principles of GDPR GDPR 04:34
Rights of GDPR Data Subjects Part 1 GDPR 05:35
Rights of GDPR Data Subjects Part 2 GDPR 04:42
GDPR Responsibilities of Organizations GDPR 07:38
GDPR Conclusion GDPR 01:14
Lock up the Backdoor of Remote Work Remote Work 02:44
Ensure a Secure Network for Remote Work Remote Work 04:16
Manage Devices for a Safe Remote Work Environment Remote Work 03:44
Work Remotely with Confidence and Security Remote Work 04:12
 Identify the Types of Malware Part 1 Malware 04:42
Identify the Types of Malware Part 2 Malware 03:45
Defend Against External Threats Containing Malware Malware 04:28
Stay Vigilant About Internal Threats Leading to Malware Malware 02:46
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Title Category Duration
Understand Effective Email Protection  Email 02:44
Understand Effective Password Policies Email 02:17
Design Effective Physical Security for Organizations Email 01:57
Understand Effective Password Policies Passwords & Authentication 02:17
Understand Effective Email Protection Passwords & Authentication 02:44
Design Effective Physical Security for Organizations Passwords & Authentication 01:57
Practice Wireless Network Security Network Security 04:01
Explore Basic and Advanced Client/Server Security   Network Security 02:20
Understand Essential Perimeter Security Components  Network Security 02:10
Understand IT Life Cycle and Patch Management   Network Security 02:18
Cybersecurity 101: Prepare For the Worst Network Security 03:38
Introduction to the Ransomware Series Ransomware 01:59
What Is Ransomware and How Is It Delivered? Ransomware 03:55
Understand Who Sends Out Ransomware and Why Ransomware 03:18
Identify Ransomware Phishing Emails Ransomware 03:16
Identify Other Ransomware Vectors Ransomware 02:46
Ways to Defend Against Ransomware (Part I) Ransomware 03:43
Ways to Defend Against Ransomware (Part II) Ransomware 03:50
??Introduction to Controlled Unclassified Information (CUI) Management CUI 02:55
ISOO and DoD CUI: The Pillars of Protection CUI 02:27
Explore Types of CUI CUI 02:32
Get to Know Fundamental CUI Handling Principles and Stages (Part 1) CUI 03:45
Get to Know Fundamental CUI Handling Principles and Stages (Part 2) CUI 04:25
Comply with DoD Essential CUI Marking Guidelines CUI 02:09
Safeguarding CUI: Comply with DoD Dissemination Controls and Markings CUI 01:48
Simplify Portion Markings for CUI CUI 01:42
Final Tips for CUI Handling CUI 04:25


